NetGen Communications, Inc.

YoubiqulTy
User Manual

MNe=T E=ri

Communications

. . New Rock
http://www.netgencommunications.com Poweredby A



YoubiqulTy User Manual T
Contents
Lo QUICK GUIHE ettt ettt et e bt e e at e e st e e s be e s beeebeeeeabeesabeesanae s 3
2. Sign Up an Account of YoubiquITy Platformi........cc.eeeeciieicciiee e 3
3. Add the Device to YOUBIQUITY ..occeiiee ettt e et e e e e ara e e e e e e eneaeeean 4
4. Using the Services Provided by YOUDIQUITY......ooiiiiiiii it 6
2.1. LYY D1V ol =T3S 7
2.2. TemMpPOrary ACCESSING DEVICES ...uiiuuiiiiieiiie ittt et e e e e e e e e e r e et e et e e e e eaaees 8
2.3. REIMOTE WED ACCESS. ... eeiieiiiiee ettt ettt e e et e e s ante e e nanneas 11
2.4. REMOTE TEINET ACCESS ... veeeeiiiiie et e e etee ettt e e st e e et e et e e e et e e e sste e e e snneeaeanseeeeeanseeeennneeas 12
5. HOW to Create @ USer TOKEN ... ..ii ittt ettt sttt e s s 13

New Rock Technologies, Inc. 2/14



YoubiqulTy User Manual N ROoK

1. Quick Guide

YoubiqulTy allows you to access your devices located in internal network in a reliable and
secure mode. By using YoubiqulTy, you can access your devices whenever and wherever you get
an Internet connection, with no need to map the port number on the device’s up-link router.

3 steps to quickly use our YoubiqulTy:

Step 1: Registered an account from YoubiqulTy platform https://cloud.newrocktech.com.

Step 2: Add the device to cloud.
Please log in to the device’s Web GUI first, and then open this page
http://device-address/cloud/cloud.html to add the device to cloud.

Step 3: log in to cloud, and use the services provided by cloud.

2. Sign Up an Account of YoubiqulTy Platform

1. Open https://cloud.newrocktech.com, and click Sign up.

\

Cloud platform

Sign in

2. Fill in the information and click Sign up.
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H Create a New Rock id _
N eW ROCk Id A free New Rock id is the key to Already have a New Rock id ?

the kingdom of New Rock cloud.

Sign up with cell phone number ® Sign up with email address

. v
Email address = zlyan@newrocktech.com

Password = ssesessse
The password should be 8 to 16 characters

ong and contain at least two types of
alphabetic, numeric or symbolic character.

Re-enter password — ssssessss

Verification code = ye5v6 - Refresh

3. This page will be displayed to prompt you to send an activation email.

H New Rock Superman _
NeW ROCk Id Already have a New Rock id ?

New Rock id3554029503

You have created a New Rock id successfully!
We've sent a link to zlyan@newrocktech.com
Please check your inbox to confirm your identity and

complete registration.

Haven't received this email? [Resend this email

4. Open your email to complete your registration and to activate your account.
M

Dear customer.

Thark you far registering Sevrock Cload, plossa click the following URL te activats yoor sccousts

I - = - T T |

(2f the lisk cemmor be eliched, copy snd paste iv imte beowier’s abdress bar to view)
Surw prosps: this secsage is swtceatically cent, plesse do 2ot reply. Thask ysu for your soscers sad sepport to New Hock closd plattors 1f you save any probles sscoustered in the process of prodectis, plesce contact us at sar tise,

e will serve you stmlebeartedls,

Bew Rk clonl platform ssppert coater

5.  Finished.

H New Rock Superman —
N ew ROCk Id Create a New Rock id Already have a New Rock id ?

Activated successfully

3. Add the Device to YoubiquiTy

1. Log in to the device’s  Web GUL. Then open this page:
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MNew Rock:
https://device-address/cloud/cloud.html.
2. Enable the Cloud, and the status will be successful.
€« - C A [)192.168.130.12:8080/cloud/cloud.html
Back
Cloud service
Cloud service U Disable
Status Connection successful
Add this device to New Rock cloud
New Rock id or email
address
Password @D
Add
Temporary access
Click the button to generate a Eineia
temporary access code
Updates
Detect manually
Number Component Your version Latest version Details Size Upgrade
3. Input the User and Password of YoubiqulTy to add this device to the cloud.
Lo C [ 192168130128080, choud, cloud hirr
Back
Cloud servica
oued L L & Dinabie
Add this device to Mew Rock cloud
P o1
Al
Tempofary access
.I_I_._. iy .._;-::.-.-.,-.. ’ Gaensrane
Updates
Detect manually
Numbsrs Componsnt Yiour version Latest vaesion Detads Size Upgrade

4.  The following page will be displayed if the add-device is successful.
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Back

Cloud service

Cloud service ®Enable Disable

Status Connection successful

Add this device to New Rock cloud

New Rock id i
ewRockidoremal 3554029503 Cancel
address

Temporary access.

Click the button to generate a

Generate
temporary access code
Updates
Detect manually
Number Component Your version Latest version Details Size Upgrade

4. Using the Services Provided by YoubiqulTy

1. Open https://cloud.newrocktech.com, input the User and Password, click Sign in.
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Chinese | English

Cloud platform

= si@newrocktech.com

2. The services provided by the cloud are displayed. Take note that only My device and
Remote Web access are available at present.

= Home

Motification Statistics Alarm

2.1. My Devices

1. Click My device to see the added devices.
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=  Devices ‘ —

My devices Temporary access devices

My device Online:l  Offline:0 EEBBDDEEFFO0

1
[ ]
Status: Online
] In this document, it is the LAN IP address of WROC3000. For devices
Device IP address: 192.168.10.1 |only have an IP address, such as, MX60, it is the device IP address
MAC address: 000EA9556622
Connected IP address: 101.81.73.35 In this document, it is the public IP address of WROC3000. Cloud can
access your devices in the internel network, no need port mapping on
IP address's home location: the uplink router
_ s
Operation:
Toe@E

2.2. Temporary Accessing Devices

This function is applicable for such scenario: customer A has a device with fault, he needs the
technical support personal B to access it to troubleshoot. Customer A needn’t undo adding the
device from his cloud account. He just need generate a temporary access code and provide it
to technical support personal B. B need a YoubiqulTy id and then access the device by
Temporary access code.

After troubleshooting, A just need to cancel the temporary access code on the device.

1. Log in to the device’s  Web GULI. Then open this page:
https://device-address/cloud/cloud.html. Click Generate.

Back

Cloud service

Cloud service ®Enable “Disable
Status Connection successful

Add this device to New Rock cloud

New Rock id or email
address

Temporary access

3554029503 Cancel

Click the button to generate a
N Generate
temporary access code
Updates
Detect manually
Number Component Your version Latest version Details Size Upgrade

2. Atemporary access code is generated.
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Back

Cloud service

Cloud service ®Enable (UDisable
Status Connection successful
Add this device to New Rock cloud

New Rock id or email
address

Temporary access

dfdd314190cf410a Mot in use Delete

Updates

3554029503 Cancel

Detect manually

Number Component Your version Latest version Details Size Upgrade

3. Log into YoubiqulTy, click Temporary access devices.

=  Devices ‘ —

My devices Temporary access devices

My device Online:1  Offline:0 EEBBDDEEFF00

-:IIIII

Status: Online
Device IP address: 192.168.10.1
MAC address: 000EA9556622
Connected IP address: 101.81.73.35

IP address's home location:

riEm
TEaEQ

Operation:

4. Click Have a temporary access code.

=  Devices ‘ —

My devices Temporary access devices

Remotely access the device through a temporary access code

Have a temporary access code

5. Copy the temporary access code generated by the device and paste it to the textbox shown as

below. And click
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=  Devices ‘ —

My devices Temporary access devices

Remotely access the device through a temporary access code | dfdd314190ci410a

6. Click Temporary access devices again, the device information is displayed.

=  Devices ‘ —

My devices Temporary access devices,
Remotely access the device through a temporary access code
1

I
Status: Online
Device IP address: 192.168.10.1
MAC address: 000EA9556622
Connected IP address: 101.81.73.35
IP address's home location:

_ s
Connect the service:

== WP

7 . On the device’s page, the status of the temporary access code has changed to “In use”.

<« C A [N 192.168.130.12:3080/cloud/cloud.htmi

Back

Cloud service

Cloud service ®Enable Disable
Status Connection successful
Add this device to New Rock cloud

‘With New Rock id With activation code

New Rock id or email
address

Password @

Add

Temporary access

dfdd314190cf410a Cancel

Updates

Detect manually

Number Component Your version Latest version Details Size Upgrade

New Rock Technologies, Inc. 10/14



YoubiqulTy User Manual N ROoK

2.3. Remote Web Access

1. Remote Web access helps you to stay connected and access your device’s https server as
long as you are connected to the internet.

E = 7,
—  Connect the service ‘ e . "

Remote Web access Telnet access Customized service access

Remote Web access m Start:l  Pause:0
OMS50

‘. "‘o-!

|

ted (11 Paused (X Delets

Device: 000EA93D1051
Original service port of the device: 80
Proxy service IP address: 54.223.244.5

Proxy service port: 36038

2. Click “Create a service”

et

=  Connect the

Telnet access

Remote Web access Start:1  Pause:0  Others:0 EEBBDDEEFF00

OM50
= Srarted Create Remote Web access Service =
Device: 000EA93D1051 Original service port of the device: ®80 443
Original service port of the device: a0 MAC address:

Proxy service IP address: 54.223.244.5

Proxy service port: 36038

3. Select the service port of the device, input the MAC address such as “O000EA93D1052” and

click OK to get connected.

Cor

Customized service access

Remote Web access Start:1 Pause:0  Others:0 EEBBDDEEFFO0 B

OM50
= Started Create Remote Web access Service
Device: 000EA93D1051 Original service port of the device: ®80 443
Original service port of the device: 80

MAC addressl DODEA93D1052 |

Proxy service IP address: 54.223.244.5

|| oK || | cancer |

Proxy service port: 36038

4. Created a service successfully
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— = : =l -" ! Any ol
— Connect the service | -4 s 'f

Remote Web scoess Telnet access Customized service acces Fap

Remote Web access m Stert:l  Paused List]
Serial No. Service name MAC address Onginal port Proxy service IP address Start/Pause Delete
1 remote OO0EASIDL0ST £0 §4,223.244.5:57468 arted 11 Pause]

5. On the URL bar, input IP and Port address to let you conveniently open remote Web access
features.

CH EN

M Officium

New Rock gy 50 1P-PBX Mansgement
L | Admin -
a ||

e
Neshau

2.4. Remote Telnet Access

1. Click Telnet access > Create service

Telnet access Start:0  Pause:0 Others:0 EEBBDDEEFF00 B

®

Create Telnet access Service

Original service port of the device: 23

MAC address: Enter the MAC

oK | | cancel

2. Input the MAC address such as “O00EA93D1052” and click OK to get connected.
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— Connect the service | Lam 3 & 742713516

serial No. Service name MAC address Qriginal port Proxy service IF address start/Pause Delete
1 QOCEAS3D10S5L 23 54.223.244.5:37178 tart [II Pa.m-_]

Notes: Make sure that the Telnet service feature on the device has been enabled.

5. How to Create a User Token

1. Click “setting” button on the upper right corner of the home page to get an access to the

authorization management page.

= Home & 74273516 -

Home

Settings I created
Device actlvation code
Authorization management List of access tokens [ created

2. On Settings, click “Create an access token” and fill in the authorized unique account to use
the access token ( can be found on the upper right corner of the home page ) on the Token
user account field. Then, configure the Permission content and Device Permission scope
authorized by the access token. Click “OK” button.
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4213516 -~

= Home

Title
Settings Please describe your access taken here for ease of management
I P test
Device activation code Token user account
Please enter the autherized unigue account o use the access token,
Autharization management
T427T13516
Permission

Configure permission content as authorized by the access token
¥ User card information 1 User's email address @ User's mobile phone number @
# Modity user card intarmation () U Device accoss (O Deviee infarmation 1
# Device connection (I Advanced user permission (I Advanced device permission (D

Device permission scope
Configure the device permission scope authorized by the access token

& Al Speclfy the MAC address of the device.

3. After token create succeed, click “I owned” label page and after click “Down” button and

then copy the access token authorization code.

Home

’—| |
Settings I owned

z List of access tokens abtained /2

ice activation code
From742713516  User permission '  Device permission 0 D

Authorization management
MzBIZDc1YjMt jc0OS000DELILTg4Y TgtMjY4OGIWIWYON]MS _JJ' 3

YoubiqulTy service provide REST API interface, and need to use the authorization code for
certification and authentication. For this part, please refer to cloud platform API series

document.
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